The agile warfighter

Creating better software in defense
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Pivotal: transforming how the world builds software
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Agile warfighters need agile software
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https://cfna18.sched.com/event/Ddap/cost-of-delay-how-pcf-helped-demonstrate-the-dod-cant-afford-business-as-usual-capt-bryon-kroger-tory-galvin-united-states-air-force
https://www.youtube.com/watch?v=lCgxdzoJGqE

Surviving fast, agile combat
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John Boyd's OODA Loop

Source: Wikipedia on OODA loops; Lean Enterprise, Jez Humble, Joanne Molesky, Barry O'Reilly, 2014.



https://en.wikipedia.org/wiki/OODA_loop
https://books.google.nl/books?id=ivixBQAAQBAJ&lpg=PA54&ots=BBWwy1IyOQ&dq=lean%20enterprise%20ooda&pg=PA55

Fast feedback loops, leading to better design decisions

Traditional / Waterfall:

REQUIREMENTS

DESIGN

IMPLEMENTATION

Pivotal

WRITE TEST CODE

Agile loop advantages:

Real users drive requirements

Better function fit & suitability

Pay for only what’s needed

Delivers value instantly

Learning the right solution

Fully tested, faster recovery

Legacy plague resistant

Engaged staff



Modernizing developers creates a new bottleneck: ops
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Typical value stream, 6 week lead time Phite = wall time

Red = ops time
Green = dev time

Non Value Added Process Time

Request Delivery

‘ Value Added Process Time ‘

| Lead Time |
PiVOtCIl Source: scenario based on Pivotal customers; "Crossing the Value Stream: Improving Development with Pivotal and Cloud Foundry,"

Matt Gunter, Pivotal, 2018.


https://content.pivotal.io/blog/use-value-stream-mapping-to-guide-your-software-driven-future

DevOps value stream, 3-6 weeks lead time
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Driven by ruthless automation
in dev, testing, & ops

PaaS automates most ops
tasks & wait time

“85% reduction in ops time

~“50% reduction in release
timeline

Option to halve release cycles
for more feedback

PiVOtCIl Source: scenario based on Pivotal customers; "Crossing the Value Stream: Improving Development with Pivotal and Cloud Foundry."

Matt Gunter, Pivotal, 2018.
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https://content.pivotal.io/blog/use-value-stream-mapping-to-guide-your-software-driven-future
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Private sector is agile...at least, the successful enterprises

L/

Our Results COMCAST
Resiliency Time to Market Scale
(run the business) (change the business)

-~

-81%

Impact
Minutes

—

MTTR

+283%

Transaction
Growth

-50%
Time to
Market

-53%

Failure
Group Size

-35%
API

Response
Times

-60%
App / Infr. Releases
Root Cause [ yr | ptfrm

R

-44%

Incident
Frequency

18 120

Releases
[ yr | ptfrm

+490%

PaaS Growth
2016

5,700+ apps & services,
customer-facing & back-office
for Xfinity

25k transactions/second,
1.5bn/day

70% of BOSH deploys during
the day

4 platform operators

Compare to T-Mobile USA
with 8 platform ops

Source: "Comcast Cloud Foundry Journey - Part 2,” Greg Otto, Comcast, CF Summit NA, June 2017; Comcast SpringOne talk, Dec 2017;

PIVthI Dec 2017 (11,000 containers in prod. In Dec 2017: 6 ops, 2 dev).

“Comcast Cloud Foundry Journey,” Greg Otto, Comcast, June 2013; “Zero to 12 Million,” Brendan Aye, T-Mobile USA, SpringOne Platform,
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https://www.youtube.com/watch?v=pfqSsjwCOqA
https://twitter.com/johnny_a/status/938492339357544448
https://www.youtube.com/watch?v=pfqSsjwCOqA
https://www.youtube.com/watch?v=AUbZWaezOVk
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http://www.afcent.af.mil/About/Fact-Sheets/Display/Article/217803/combined-air-operations-center-caoc/

¢

;/J' A KESSEL RUN HEADQUARTERS

TER # MGRS
235235 34UCE 41427 49012
Nearest City Province Country
Mos Eisley Tatooine SW g
L
8 Last Struck Strike Status Killbox
- Approved 93AE Y
LOA'S WITHIN 5KM [ Include Archived Targets
Cantina Status - Current
38SLD 54423 44342
2KM NW OF LDA
« Last Active Last Struck
TER - 12678 TODAY 144UL17 -
Enemy Lightsaber Factory Status - <110k s
38SLD 54423 44342 s . )
3KM NE OF LOA v 2 N
Last Active Last Struck - N
TER - 12680 14 J4UL17 1JuL17 . .‘u.'g,‘?
» r “
- AP
Skywalker HVI Status - Viorking . o
38SLD 54423 44342 » ;
3KM S OF LOA ~p
et
Last Active Last Struck A
TER - 1230985 TODAY 13JUNTT '3 Sod Py
Jedi Staging Area Status - Current
38SLD 54423 44342
3KM NW OF LOA y
-
Last Active Last Struck . '
TER- 12678 TODAY 140UL17 R ~
Millenium Falcon Facility Status - Current “
38SLD 54423 44342
'-é 3KM SW OF LDA
M Source:

. SpringOne Platfo

»
L w; e Ay

rm 2017, Dec 2017 .58
b - —


https://www.youtube.com/watch?v=u5tn76xjAfc
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https://www.youtube.com/watch?v=u5tn76xjAfc
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Source: “From No Delivery to Continuous Delivery,” Adam Furtado, USAF, CF Summit 2018.
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https://www.youtube.com/watch?v=lCgxdzoJGqE

8 hours — <2 hours

6 operators — 1 operatorjr =

' &
¥LN 711

o years — 120 days — weekly

Source: : "Cost of Dela How PCF Heled Demonstrate the DoD Can't Afford Business as Usual,” Capt. Br on Kroger & Tory Galvm United States Air Force,
April, 2018; Lieutenant Colonel Enrique Oti ke note, Spranne Platform 2017, Dec 2017. PR


https://cfna18.sched.com/event/Ddap/cost-of-delay-how-pcf-helped-demonstrate-the-dod-cant-afford-business-as-usual-capt-bryon-kroger-tory-galvin-united-states-air-force
https://www.youtube.com/watch?v=u5tn76xjAfc

USAF Follow-on: 16 apps in production by 2019
\/ Oct. 2016 - Whiteboard ® JIGSAW: $2.2m

® Avoided $391m cost of delay
7 April 2017 - JIGSAW

® 1new feature a week, at least
\/ Dec. 2017 - CHAINSAW ® 124 days to production, avg.
\/ March 2018 - RAVEN ® Contacts awarded in 60 days

® Proven method spreading to
\/ May 2018 — 5 prod. apps, 8 in dev other groups

® Canceled existing $745m

\/ Jan 2019 — plan for 15-18 prod. apps contract

Note: apps in time is a sampling of public comments. Sources: "Cost of Delay - How PCF Helped Demonstrate the DoD Can't Afford Business
PiVOtCIl as Usual,” Capt. Bryon Kroger & Tory Galvin, USAF, April, 2018; "The U.S. Air Force learned to code - and saved the Pentagon millions," Mark
Wallace, Fast Company, July 5th, 2018; Lieutenant Colonel Enrigue Ofi keynote, SpringOne Platform 2017, Dec 2017. 19



https://cfna18.sched.com/event/Ddap/cost-of-delay-how-pcf-helped-demonstrate-the-dod-cant-afford-business-as-usual-capt-bryon-kroger-tory-galvin-united-states-air-force
https://www.fastcompany.com/40588729/the-air-force-learned-to-code-and-saved-the-pentagon-millions
https://www.youtube.com/watch?v=u5tn76xjAfc

Agile Software — Agile Warfighters
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These transformations are real, across industries
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“The warfighter can’t wait until it’s perfect.”

k6 A [waterfall] mistake could cost $100 million, likely
ending the career of anyone associated with that
decision. A smaller mistake is less often a career-ender
and thus encourages smart and informed risk-taking.”

k€ With a more agile approach, we pick a place to start and
get to a point where you can have an intelligent
conversation... a point where the requirements are 80%
done and the application is good enough.

M. Wes Haga, US Air Force

Sources: "How the US Air Force Made Its ISR Network Cheaper to Run and Easier to Upgrade," M. Wes Haga, Oct, 2017; “Air Force Intelligence

PiVOtCIl Unit Goes Aqile,” Charles Babcock, Information Week, June, 2017;

“Limit upfront analysis by including frequent, real-world feedback from users,”

Coté, Nov 2017; sticky-staring team from USAF Kessel Run Group; title quote from Capt. Bryon Kroger, Kessel Run team. 22



http://www.defenseone.com/ideas/2017/10/how-us-air-force-made-its-isr-network-cheaper-run-and-easier-upgrade/141806/
https://www.informationweek.com/government/enterprise-architecture/air-force-intelligence-unit-goes-agile/d/d-id/1329222?
https://medium.com/@cote/limit-upfront-analysis-by-including-frequent-real-world-feedback-from-users-7e99ad01c8b2
https://www.fedscoop.com/kessel-run-ux-designers-contract/
https://www.informationweek.com/government/enterprise-architecture/air-force-intelligence-unit-goes-agile/d/d-id/1329222?

From coding 20% of the time coding to coding 90% of the time

~DESIBNER ]./-
g

An agile methodology, proven over
25+ years:

Balanced teams w/all roles
needed, dedicated to the
product

"DESIBNER . .
> y ® Paired programming, & beyond
Y . 5 .
DEVELGRER # ® Test-driven Development (TDD)

*DEVE Lo‘pfw

® Short iterations
:
® Continuous Integration &
Continuous Delivery
PiVOth Source: “Don’t Forget People and Process in Your Digital Transformation,” Allstate case study, March, 2017; video from Volkswagen.
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https://thenewstack.io/dont-forget-people-process-digital-transformation/
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* Cut
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~10 months to <1 week
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controls at application
layer

APPLICATIONS APPLICATIONS
DATA DATA

RUNTIME

You manage

MIDDLEWARE

\CURUELGET-S 0/

VIRTUALIZATION

SERVERS

STORAGE

NETWORKING

Source: "Cost of Delay - How PCF Helped Demonstrate the DoD Can't Afford Business as Usual,” Capt. Bryon Kroger & Tory Galvin,

Pivotal united States Air Force, April, 2018.

“Zero to 12 Million,” Brendan Aye, T-Mobile USA, SpringOne Platform, Dec 2017.

24


https://cfna18.sched.com/event/Ddap/cost-of-delay-how-pcf-helped-demonstrate-the-dod-cant-afford-business-as-usual-capt-bryon-kroger-tory-galvin-united-states-air-force
https://www.youtube.com/watch?v=AUbZWaezOVk

WORKING DOCUMENT // DRAFT

Defense Innovation Board Metrics

for Software Development
Version 0.9, last modified 9 Jul 2018

Software is increasingly critical to the
software is plagued by poor quality and
that software complexity is often estima
rate of progress is measured in terms o
are easily measured, they are not nece
are especially suspect as measureme
needed functionality and value to users
within DoD programs using these obs
misleading. As an alternative, we bel
performance for software programs anc

[+

Metric

WORKING DOCUMENT // DRAFT

CLEARED
Defense Innovation Board ~ For open Publication
Ten Commandments of Software Apr20,2018

Version 0.14, last modified 15 April 2018 Department of Defense
GFFICE OF PREPUBLICATION AND SECURITY REVIEW
Executive Summary
The Department of Defense (DoD) must be able to develop and deploy software as fast or faster
than its adversaries are able to change tactics, building on commercially available tools and
ing that “software” can range from off-the-shelf, non-customized software
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to highly-specialized, embedded software running on custom hardware, it is critical that the right
tools and methods be applied for each type. In this context we offer the following ten
“commandments” of software acquisition for the DoD:

1. Make storage, and idth abundant to DoD and users.

ol

Al software procurement programs should start small, be iterative, and build on success
— or be terminated quickly.

3. Budgets should be constructed to support the full, iterative life-cycle of the software being
procured with amount proportional to the criticality and utility of the software

4. Adopt a DevOps culture for software systems.

5. Automate testing of software to enable critical updates to be deployed in days to weeks,
not months or years.

6. Every purpose-built DoD software system should include source code as a deliverable.

7. Every DoD system that includes software should have a local team of DoD software
experts who are capable of modifying or extending the software through source code or
API access.

8. Only run operating systems that are receiving (and utilizing) regular security updates for
newly discovered security vulnerabilities.

9. Data should always be encrypted unless it is part of an active computation.

10. All data generated by DoD systems - in development and deployment - should be stored,
mined, and made available for machine learning.

Vendors must also respond
to evolving “threats”

Minimal Suitable Products - smaller projects that
show value quickly.

Adapting requirements & scope - smaller, agile
contracts that can change.

Staff that can enable, model, and augment agile
product development.

Adapting & managing cloud native platforms for
secure, private cloud use.

DIUx model - partner with smaller, new firms.

A willingness to change, demonstrated by
leadership and budget.

Source: "Ten Commandments of Software," Defense Innovation Board, April, 2018; "Metrics for Software Development." Defense
Innovation Board, July, 2018; “[DIB] unveils ‘Ten Commandments of Software,” Tajha Chappellet-Lanier, Fedscoop, April, 2018 25



https://media.defense.gov/2018/Apr/22/2001906836/-1/-1/0/DEFENSEINNOVATIONBOARD_TEN_COMMANDMENTS_OF_SOFTWARE_2018.04.20.PDF
https://media.defense.gov/2018/Jul/10/2001940937/-1/-1/0/DIB_METRICS_FOR_SOFTWARE_DEVELOPMENT_V0.9_2018.07.10.PDF
https://www.fedscoop.com/defense-innovation-board-unveils-ten-commandments-software/

Crafting Your
Cloud-Native Strategy

Cloud Native Transtormation
Doing the Work

How Improved Measures

Granghng Vs Possass and Gusinton Optimize Mission
Effectiveness

Using Warfighter Centric Design and a Modern Platform 1o Achieve First. Second
and Thurd Order Improvements

Pivotal

Pivotal

Pivotal https://cote.io/cloud? https://cote.io/warfighter/ .



http://cote.io/cloud2
https://cote.io/warfighter/

“We are uncovering better ways
of developing software by doing
it and helping others do it.”

- The Aqile Manifesto, 2001

Thanks!

@cote | cote@pivotal.io
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http://www.agilemanifesto.org/

