


What challenges has your organization
encountered in DEPLOYING Kubernetes?

Choose all that apply.
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Meeting Inadequate Difficult to Insufficient No Clear Lack of App HNo Challenges
Security & Internal Integrate With Documentation Ounership Mobility
Compliance Experience & Current
Requirements Expertise Infrastructure
Source: State of Kubernetes 2022, VUMuare Tanzu. @cote
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Secure
software

Supply Chain

shift Left
(Culture)

Security

as a
Product



A simple supply chain
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Supply Chain Attacks

- Vulnerabilities could exist

- Injection of malicious code in OSS

- Compromised dependencies

+ Misconfigured permissions, exposed
or compromised credentials

- New vulnerabilities
emerge that need
patching

- Compromised build system
- Compromised repository
« Unpatched vulnerabilities

1 Release

- Bypass CI/CD
- Altered data to policy
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shift Left means

increasing
collaboration between
development & security
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Security as a Platform — Guardrails, Templates, Desire Paths

Tanzu
Application
Platform

Catalogs

Services Provisioning and Binding

API Portal

App and Workflows Accelerators App Live View
Tanzu CLI and IDE Plugins Dev Tooling Ul Plugins Self-hosted / SaaS

Developer Productivity Tools

Pipeline Service Build Service  Convention Service Security
Tools

App Delivery
Supply Chain Choreography

Knative Runtime <siobs | BatchRuntime | Steaming Runtime

Cloud Native Runtimes

®
Vmwa re Confidential | ©2022 VMware, Inc.  Sources: VMware Tanzu Application Platform; “The Adaptive Enterprise: Can Your Application Platform Cope with a Crisis?” Forrester, et.

Tanzu Kubernetes Grid / Any conformant K8s cluster

Hybrid Cloud // Public Cloud // Edge
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https://tanzu.vmware.com/application-platform?utm_campaign=devrel&utm_source=cote&utm_medium=presentation
https://tanzu.vmware.com/content/webinars/jan-19-emea-the-adaptive-enterprise-can-your-application-platform-cope-with-a-crisis?utm_campaign=devrel&utm_source=cote&utm_medium=presentation

If the U5 Army can secure 1t, you can too
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APPLICATIONS

App FRAMEWORK

CONTINUOUS MONITORING

Compliance, Effectiveness
ThreatCon, Malicious Detect

LOGGING

Log Aggregation & Storage
Log Analysis & Display

CI/CD PIPELINES

IaC Defined SW Factory
DevSecOps Tools

ENVIRONMENTS

Dey, Test, Integration

Cloud with DoD PA or ATO
Other DoD Approved Env
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Miranda’s DeuvOps Loop 2022 talk, ‘Blueprint for Secure 0SS Supply Chajns."

REF DESIGN
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DoD Enterprise DevSecOps
Reference Design:
Multi-Cluster CNCF Kubernetes

Immutable Infrastructure via IaC

Continuous Reconciliation Mandate

Multi-Cluster CNCF Kubernetes

Secure Supply Chain Provenance Mandate

i- i Sep,

2021.

Also,

see Tracy


https://dodcio.defense.gov/Portals/0/Documents/Library/DevSecOpsRefDesign-Multi-ClusterKubernetes.pdf
https://youtu.be/2p-7OQtIhBM

Coté

@cote | http://cote.io | cotem@vmware.com
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Using DevOps, Agile, and Cloud Platforms

to Execute a Digital Transformation Strategy B Ottl e n e Ck Trqnsformqtion ¥
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